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1. ABSTRACT:

In this thesis, I develop the information authentication schemes with mobile device in client–server and multi–server environments. My achievement helps the user’s authentication be more security before making any transactions in network–environment. The development of our schemes is based on hard problems in elliptic curve and Chebyshev polynomial. Besides, my results are formally evaluated with BAN–logic and Random Oracle models.
2. NEW RESULTS:

My new results are as follows:

· My thesis proposes an abstract scheme, and then develop four concrete authentication schemes in client–server and multi–server environments with hard problems in ECC and Chebyshev polynomial.

· My thesis proves the correctness and session–key security using BAN–logic and Random Oracle models.

Together with main results, my thesis also has some minor ones, for example survey and analysis of recent works. I propose some solutions, recognize the advantages and drawbacks of previous approaches.
3. APPLICATIONS AND FUTURE WORKS 

In the near future, my thesis needs to do as follows: 

· Continue to survey and analyze the new approaches (if any) to supply for authentication scheme.
· Design new architecture for authentication scheme with reasonable overall cost.
· Minimize the size of message-package exchanged between user and server to reduce the time of authentication (in case of bad connection).
· Propose the game-model based on Random Oracle model to formally prove the security of each attack-case.
· Propose some lemmas to formally prove the correctness of authentication scheme based on BAN–logic model.
· Search for more different models to enhance the formality of authentication scheme’s proofs 
Applications:

Smartphones and tablets are the popular mobile devices and allow us to use various features and utility softwares, similarly to lightweight, multi-functional and portable personal computers (PCs). Meanwhile, the wearable devices, for example smart-watch, activity tracker or smart-eyeware often provide the feature and particular facilities for each user. Also, we usually wear them to record and track our activities ourselves.
With the popularity of mobile devices and outspread availability of wearable devices in the near future, many new applications and varied online–services are being developed. All of these result in exigence of solutions to protect the user’s information from adversaries in network environments with mobile or wearable devices. Secure, convenient and efficient authentication is one of the most important problems in all applications and online-services, because this is the first step of securely establishing the online transactions. To develop overall authentication scheme, we must formally evaluate with models. Therefore, our improved schemes can survive and overcome many attacks in the future. Therefore, it can be said that my thesis has the significance of science, capability and practicality.
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